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Abstract:

From an operational, administrative and scientific perspective, cyber
security is one of the most important factors affecting the quality of the
educational process and the continuity of operations in universities.
Therefore, it is crucial to take the necessary security measures to ensure
the security of cloud computing. The aim of this study was to identify the
key cybersecurity issues in cloud computing and clarify the cybersecurity
regulations for cloud computing in the Kingdom of Saudi Arabia. In
addition, the study comprehensively examined the current state of
cybersecurity for cloud computing at Taibah University. The study used a
descriptive methodology that included analytical aspects and a case study,
and used a checklist based on cybersecurity controls for cloud computing
issued by the National Cybersecurity Authority as a data collection tool.
The data were supplemented by content analysis of primary sources from
the cybersecurity department of the Taibah University website and open-
ended interviews with a sample of participants consisting of cybersecurity
engineers and IT engineers from Taibah University. The study found
several findings, including the need to implement security controls and
standards to ensure the security of data and content stored in the cloud. It
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was also highlighted that the cybersecurity controls for cloud computing
aim to achieve national cybersecurity objectives by focusing on cloud
computing services from the perspective of service providers and
subscribers and improving cyber risk preparedness across all cloud
computing services. Additionally, the study found that cybersecurity
regulations for cloud computing are highly implemented at Taibah
University. The study also recommended that the National Cybersecurity
Authority provide guidelines on the necessary security measures and
practices to protect cyber systems and networks. The aim is to ensure the
effective implementation of all relevant controls. In addition, the study
proposed collaboration between Taibah University and cloud service
providers in the Kingdom of Saudi Arabia to ensure rapid response and
compliance with government regulations and laws and to support the local
economy. The study encourages further research in the area of
cybersecurity for cloud computing by conducting studies to measure the
level of implementation of cybersecurity regulations and standards for
cloud computing in higher education institutions.
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